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CLAIN^ 

I 

L A data conununications system comprising a plurality of nodes and a plurality of links for 
providing connections between the nodes; 

comprising a subset of the links and nodes for fomiing a worker path for carrying worker 
data through ttie conmiunication system; 

in which the system comprises a further subset of links and nodes for forming a plurality 
of protection paths for carrying non-worker data in the absmce of a fkvlt in the worker 
path and each for providing an alternative path for the woiker data in a different part of the 
woiker path in the event of a &ult in the woiker path; 

in which die system comprises protection means, in which the alternative paths are 
predetermined by the protection means prior to the detection of a feult in the woiker path; 

in which the protection means is arranged to activate the entire plurality of protection 
paths to carry the worker data upon detection of a fault in the worker path; 

in which die protection means is arranged to identify the location of the feult, to return the 
woiker data to those parts of the woiker path not affected by the fault and to de-activate 
any of the protection paths providing an alternative to those parts of the worker not 
affected by the faidt. 
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2. The system according to any above cl^xa^ in which tfie nodes of the further subset 
comprise storage for storing the details of the protection pafli prior to the detection of a 
&ult in the worker path. 

3. The system according to Claim 2 in which the details of the protection path are associated 
with a imique path identifier. 

4. The system according to Claim 2 or 3 in which each of the nodes of the further subset 
comprise a protection table for storing details of the protection pafli to which it belongs- 



5. Hie system accoxding to any above claim, in which at least one of the nodes common to 
both subsets comprises means for d^ectmg a feult in the wotker path and means to 
activate the protection path by sending an activate message to the nodes of the further 
subset upon detection of the &ult in the woiker path. 

to 

6. The ^tem according to Claim 5 in which in which Ihe nodes coniprising means for 
sending tiie activate message also comprise means for sending &e activate message to 
eadi adjacent node of the further subset 
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7. Thesystemacco«dingtoaairo5OT6mwhichtheacti^ 

path identifier to infomi the nodes of the fimher stibset which connecti<ms to activate. 



8. Hie system according to any above claim, in which the nodes comprise means for 
detecting the location of a feult in the worker path and means for, upon detection of the 
feult location, sending a deactivate message through the first subset in the direction 
fiom the fiiult 



away 



9. The system acconJing to Claim 8 in which each node comprises means for detecting 
receipt of flie deactivate message and }xpon receipt of such a message, to deactivate any 
path passmg fiom that node via nodes of the fiirlher subset where those paths do not form 
an protection path to the feulty part of the woricer path. 



10. A method of protecting a worker path in a data communications system comprising a 
pluiaHty of nodes and a pluraKty of links fi^r providing connections between the nodes; 
including the steps of passing worker data fluough a subset of flie links and nodes making 
up the worker path and designating a fimher subset of links and nodes to fiam a plurality 
of protection paths; in which the protection paths cany no worker data in the absence of a 
feult in the woiker path and m which each provides an alternative pafe for the worker data 
in a different part of the woricer path in the event of a fault in tiie woiker path; 
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includiqg the stqjs of dcNectmg a feult in the wotWpatii and activating Hie entire plurality of 
protection paths to cany die woiker data iqjon detection of a feult in the woiker path; 
including the steps of identifying the location of the feult and retuzning flie WQiker data to 
those parts of the worker pafli not affected by flie feult and de-activating any of the protection 
paflis tiiat are providing an altranative fiw fliose parts of tiie worker pafli not affected by the 

1 1. The mefliod according to claim 10 including the step of storing the details of the protection 
path in the nodes of the further subs^ prior to the detection of a feult in flje woiker path. 

12. The method according to claim 1 1 including the step of associating tiie details of the 
protection pafli witii a unique path identifier. 

13. The metiiod according to claim 1 1 or 12 in which each of tiie nodes of the further subset 
conq>ri8e a protection table for storing details of the protection path of which it forms a 
part 

14. The method according to any of claims 10 to 13 including die steps of at least one of the 
nodes common to botii subsets detecting a feult in the woik«^ path and activating the 
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protection paths by sending an activate message to the nodes of the further subset upon 
d^ection of the £iult in the woiker padi. 



15. The method according to claim 14 including the step of the nodes sending the activate 
message sending it to each adjacent node of flie further subset 



16. The method according to any of claims 14 to 15 including the step of including a unique 
path identifiCT in the activate message to infiann Hie nodes of the fiiitii^ subset which 
connections to activate. 



17. The metfiod according to any of claims 10 to 16 including the steps of at least one node 
detecting the location of a feuh in the worker pafli and, upon detection of flie feult location, 
sending a deactivate message through the first subset in the direction away fiom the fault 



18. The method according to claim 17 including the steps of the nodes detecting receipt of the 
deactivate message and upon receipt of such a message, deactivating any pafli passing 
fixMn that node via nodes of the furflier subset where those paths do not form a protection 
patti to the fiudly part of the worker path. 
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19. The method aocoiding to any of claims 10 to 18 comprising a plurality of nodes and a 
plurality of links for providing connections between the nodes; including the steps of 
allocating the links and nodes one or more cost values relative to the links and nodes of the 
worker path and selecting on the basis of the one or more cost values a furfh^r subset of 
the nodes and links to form a protection path for at least one link or node of the worker 
path. 

20. The method as claimed in claim 19 including the steps of selecting the subset that has flie 
lowest cost value, 

21. The method as claimed in claims 19 to 20 including die steps of setting the one or more 
cost values for nodes and links on the worker path other flian the at least one node or link 
to be protected lower than the cost value for other nodes and links. 

22. The method as claimed in claim 2 1 in which the lower cost value is zero. 

23. The method as claimed in claim 19 to 22 including the steps of setting the one or more 
cost values for the at least one node or link to be protected Mgher Ihan t^^ fi>t 
othw nodes and links. 
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24. The method as claimed in claims 19 to 23 including the steps of setting the one or more 
cost values for the at least one node or link to be protected so that that node or link will 
not be selected. 

25. The method as claimed in claims 19 to 24 in which fhe data connmunications system 
comprises a further woiker path and protection for the further worker path. 

26. The method as claimed in claim 25 including the steps of setting the one or more cost 
values relative to the worker path of a node or link to an intermediate value, provided that 
the nodes and/or links on the worker path and on the further worker path for protection by 
that node or link have no common point of fidlure. 



27. The method as claimed in claim 26 in which the intermediate value lies between the 
higher and low^ values. 

28. The mettiod as claimed in claim 27 including the stq)s of setting tiie one or more cost 
values relative to the worker path of a node or link to a hi^er value so diat node or link 
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wfll not be selected, if the nodes and/or links on the worker palh and onihe further woiker 
path for protection by that node or link have at least one common point of feilure. 



29. Ihe method as claimed in claims 19 to 28 including the step of aHocating each link and 
node one or more cost values relative to each link and node of the worker path. 



30. The method as claimed in claims 19 to 29 including the steps of detemiinmg the 
protection path prior to flie detection of a feult in the woricCT path. 



3 1. The m^od as claimed in claims 25 to 30 including the st^s of allocating the links and 

■ 

nodes a forther cost value relative to the further worker path and selecting on the basis of 
the further cost value a further subset of the nodes and links to form the protection paft for 
at least one link or node of the further woiker path. 



32. The data communications system of claims 1 to 9 in which the system comprises means 
for aUocating the links and nodes one or more cost values relative to the links and nodes 
of die worker path and means for selecting on the basis of the one or more cost values a 
further subset of the nodes and Knks to form a protection path for at least one link or node 
of die worker path. 
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33. The system as claimed in claim 32 con^rising means for selecting the subset that has the 
lowest cost value. 



34. The system as claimed in claims 32 to 33 comprising means for allocating nodes or links 
on the worker path other than flie at least one node or link to be protected a cost value 
lower than the cost value for other nodes and links. 



35. The system as claimed in claim 34 in which the lower cost value is zero. 



36. The system as claimed in claim 32 to 35 comprising means for allocating the at least one 
node or link to be protected a cost value hig^or tiian the cost value for otho: nodes and 
links. 

37. Hie system as claimed in claims 32 to 36 in which a cost value for the node or link to be 
protected is set so tihat that node or link will not be selected. 
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38. The system as claimed in claims 32 to 37 comprising further subsets of the nodes and links 
for forming both a fijrtha worker path and a protection path fta- flie further worker path. 



one 



39. The system as claimed in claim 38 comprising means for allocating to a node or link 
or more intermediate cost values relative to each link and node of the woricer path 
provided tiiat Hat link or node in fee worker path and tiie links and nodes in the further 

I 

worker path protected by the node or link have no common point of feiluie. 



40. The system as claimed in claim 39 in whidi the mterniediate value lies between the high> 
and lower values. 



er 



one 



so 



4L The system as claimed in claim 40 comprising means 

or m<He higher cost values relative to the at least one link or node of the worker path 

that that node or link will not be selected where the links and nodes in the worker path and 
links or nodes in the forthcr woiker path protected by the node or link have a common 
point of &ilure 



42. The system as claimed in clauns 32 to 41 including means for aUocating the links and 
nodes a cost value relative to each link and node of the worker path. 
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means 



43. The system as claimed in claim 32 to 42 in which the system comprises protection 
for detemiining the protection path prior to the detection of a feult in the worker path. 

44. The system as claimed in claims 37 to 43 conqmsmg means for allocating fee links and 
nodes a fiirther cost value relative to the fiirlher worker path and for selecting on the basis 
of the furtha: cost value a fiirther subset of the nodes and links to form flie protection palfa 
for at least one link or node of the fiirdiea: worker path. 
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